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paragraph may not include an investment in 
any security of— 

‘‘(i) an entity based in the People’s Repub-
lic of China; or 

‘‘(ii) any subsidiary that is owned or oper-
ated by an entity described in clause (i).’’. 

SA 4813. Mr. SCOTT of Florida sub-
mitted an amendment intended to be 
proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be 
proposed to the bill H.R. 4350, to au-
thorize appropriations for fiscal year 
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of 
the Department of Energy, to prescribe 
military personnel strengths for such 
fiscal year, and for other purposes; 
which was ordered to lie on the table; 
as follows: 

At the end, add the following: 
DIVISION E—CYBER INCIDENT REPORT-

ING ACT OF 2021 AND CISA TECHNICAL 
CORRECTIONS AND IMPROVEMENTS 
ACT OF 2021 

TITLE LI—CYBER INCIDENT REPORTING 
ACT OF 2021 

SEC. 5101. SHORT TITLE. 
This title may be cited as the ‘‘Cyber Inci-

dent Reporting Act of 2021’’. 
SEC. 5102. DEFINITIONS. 

In this title: 
(1) COVERED CYBER INCIDENT; COVERED ENTI-

TY; CYBER INCIDENT.—The terms ‘‘covered 
cyber incident’’, ‘‘covered entity’’, and 
‘‘cyber incident’’ have the meanings given 
those terms in section 2230 of the Homeland 
Security Act of 2002, as added by section 5103 
of this title. 

(2) DIRECTOR.—The term ‘‘Director’’ means 
the Director of the Cybersecurity and Infra-
structure Security Agency. 

(3) INFORMATION SYSTEM; RANSOM PAYMENT; 
RANSOMWARE ATTACK; SECURITY VULNER-
ABILITY.—The terms ‘‘information system’’, 
‘‘ransom payment’’, ‘‘ransomware attack’’, 
and ‘‘security vulnerability’’ have the mean-
ings given those terms in section 2200 of the 
Homeland Security Act of 2002, as added by 
section 5203 of this division. 
SEC. 5103. CYBER INCIDENT REPORTING. 

(a) CYBER INCIDENT REPORTING.—Title XXII 
of the Homeland Security Act of 2002 (6 
U.S.C. 651 et seq.) is amended— 

(1) in section 2209(b) (6 U.S.C. 659(b)), as so 
redesignated by section 5203(b) of this divi-
sion— 

(A) in paragraph (11), by striking ‘‘and’’ at 
the end; 

(B) in paragraph (12), by striking the pe-
riod at the end and inserting ‘‘; and’’; and 

(C) by adding at the end the following: 
‘‘(13) receiving, aggregating, and analyzing 

reports related to covered cyber incidents (as 
defined in section 2230) submitted by covered 
entities (as defined in section 2230) and re-
ports related to ransom payments submitted 
by entities in furtherance of the activities 
specified in sections 2202(e), 2203, and 2231, 
this subsection, and any other authorized ac-
tivity of the Director, to enhance the situa-
tional awareness of cybersecurity threats 
across critical infrastructure sectors.’’; and 

(2) by adding at the end the following: 
‘‘Subtitle C—Cyber Incident Reporting 

‘‘SEC. 2230. DEFINITIONS. 
‘‘In this subtitle: 
‘‘(1) CENTER.—The term ‘Center’ means the 

center established under section 2209. 
‘‘(2) COUNCIL.—The term ‘Council’ means 

the Cyber Incident Reporting Council de-
scribed in section 1752(c)(1)(H) of the William 
M. (Mac) Thornberry National Defense Au-

thorization Act for Fiscal Year 2021 (6 U.S.C. 
1500(c)(1)(H)). 

‘‘(3) COVERED CYBER INCIDENT.—The term 
‘covered cyber incident’ means a substantial 
cyber incident experienced by a covered enti-
ty that satisfies the definition and criteria 
established by the Director in the final rule 
issued pursuant to section 2232(b). 

‘‘(4) COVERED ENTITY.—The term ‘covered 
entity’ means— 

‘‘(A) any Federal contractor; or 
‘‘(B) an entity that owns or operates crit-

ical infrastructure that satisfies the defini-
tion established by the Director in the final 
rule issued pursuant to section 2232(b). 

‘‘(5) CYBER INCIDENT.—The term ‘cyber in-
cident’ has the meaning given the term ‘inci-
dent’ in section 2200. 

‘‘(6) CYBER THREAT.—The term ‘cyber 
threat’— 

‘‘(A) has the meaning given the term ‘cy-
bersecurity threat’ in section 2200; and 

‘‘(B) does not include any activity related 
to good faith security research, including 
participation in a bug-bounty program or a 
vulnerability disclosure program. 

‘‘(7) FEDERAL CONTRACTOR.—The term ‘Fed-
eral contractor’ means a business, nonprofit 
organization, or other private sector entity 
that holds a Federal Government contract or 
subcontract at any tier, grant, cooperative 
agreement, or other transaction agreement, 
unless that entity is a party only to— 

‘‘(A) a service contract to provide house-
keeping or custodial services; or 

‘‘(B) a contract to provide products or serv-
ices unrelated to information technology 
that is below the micro-purchase threshold, 
as defined in section 2.101 of title 48, Code of 
Federal Regulations, or any successor regu-
lation. 

‘‘(8) FEDERAL ENTITY; INFORMATION SYSTEM; 
SECURITY CONTROL.—The terms ‘Federal enti-
ty’, ‘information system’, and ‘security con-
trol’ have the meanings given those terms in 
section 102 of the Cybersecurity Act of 2015 (6 
U.S.C. 1501). 

‘‘(9) SIGNIFICANT CYBER INCIDENT.—The 
term ‘significant cyber incident’ means a cy-
bersecurity incident, or a group of related 
cybersecurity incidents, that the Secretary 
determines is likely to result in demon-
strable harm to the national security inter-
ests, foreign relations, or economy of the 
United States or to the public confidence, 
civil liberties, or public health and safety of 
the people of the United States. 

‘‘(10) SMALL ORGANIZATION.—The term 
‘small organization’— 

‘‘(A) means— 
‘‘(i) a small business concern, as defined in 

section 3 of the Small Business Act (15 U.S.C. 
632); or 

‘‘(ii) any nonprofit organization, including 
faith-based organizations and houses of wor-
ship, or other private sector entity with 
fewer than 200 employees (determined on a 
full-time equivalent basis); and 

‘‘(B) does not include— 
‘‘(i) a business, nonprofit organization, or 

other private sector entity that is a covered 
entity; or 

‘‘(ii) a Federal contractor. 
‘‘SEC. 2231. CYBER INCIDENT REVIEW. 

‘‘(a) ACTIVITIES.—The Center shall— 
‘‘(1) receive, aggregate, analyze, and se-

cure, using processes consistent with the 
processes developed pursuant to the Cyberse-
curity Information Sharing Act of 2015 (6 
U.S.C. 1501 et seq.) reports from covered enti-
ties related to a covered cyber incident to as-
sess the effectiveness of security controls, 
identify tactics, techniques, and procedures 
adversaries use to overcome those controls 
and other cybersecurity purposes, including 
to support law enforcement investigations, 
to assess potential impact of incidents on 

public health and safety, and to have a more 
accurate picture of the cyber threat to crit-
ical infrastructure and the people of the 
United States; 

‘‘(2) receive, aggregate, analyze, and secure 
reports to lead the identification of tactics, 
techniques, and procedures used to perpet-
uate cyber incidents and ransomware at-
tacks; 

‘‘(3) coordinate and share information with 
appropriate Federal departments and agen-
cies to identify and track ransom payments, 
including those utilizing virtual currencies; 

‘‘(4) leverage information gathered about 
cybersecurity incidents to— 

‘‘(A) enhance the quality and effectiveness 
of information sharing and coordination ef-
forts with appropriate entities, including 
agencies, sector coordinating councils, infor-
mation sharing and analysis organizations, 
technology providers, critical infrastructure 
owners and operators, cybersecurity and in-
cident response firms, and security research-
ers; and 

‘‘(B) provide appropriate entities, includ-
ing agencies, sector coordinating councils, 
information sharing and analysis organiza-
tions, technology providers, cybersecurity 
and incident response firms, and security re-
searchers, with timely, actionable, and 
anonymized reports of cyber incident cam-
paigns and trends, including, to the max-
imum extent practicable, related contextual 
information, cyber threat indicators, and de-
fensive measures, pursuant to section 2235; 

‘‘(5) establish mechanisms to receive feed-
back from stakeholders on how the Agency 
can most effectively receive covered cyber 
incident reports, ransom payment reports, 
and other voluntarily provided information; 

‘‘(6) facilitate the timely sharing, on a vol-
untary basis, between relevant critical infra-
structure owners and operators of informa-
tion relating to covered cyber incidents and 
ransom payments, particularly with respect 
to ongoing cyber threats or security 
vulnerabilities and identify and disseminate 
ways to prevent or mitigate similar inci-
dents in the future; 

‘‘(7) for a covered cyber incident, including 
a ransomware attack, that also satisfies the 
definition of a significant cyber incident, or 
is part of a group of related cyber incidents 
that together satisfy such definition, con-
duct a review of the details surrounding the 
covered cyber incident or group of those inci-
dents and identify and disseminate ways to 
prevent or mitigate similar incidents in the 
future; 

‘‘(8) with respect to covered cyber incident 
reports under section 2232(a) and 2233 involv-
ing an ongoing cyber threat or security vul-
nerability, immediately review those reports 
for cyber threat indicators that can be 
anonymized and disseminated, with defen-
sive measures, to appropriate stakeholders, 
in coordination with other divisions within 
the Agency, as appropriate; 

‘‘(9) publish quarterly unclassified, public 
reports that may be based on the unclassi-
fied information contained in the briefings 
required under subsection (c); 

‘‘(10) proactively identify opportunities 
and perform analyses, consistent with the 
protections in section 2235, to leverage and 
utilize data on ransomware attacks to sup-
port law enforcement operations to identify, 
track, and seize ransom payments utilizing 
virtual currencies, to the greatest extent 
practicable; 

‘‘(11) proactively identify opportunities, 
consistent with the protections in section 
2235, to leverage and utilize data on cyber in-
cidents in a manner that enables and 
strengthens cybersecurity research carried 
out by academic institutions and other pri-
vate sector organizations, to the greatest ex-
tent practicable; 
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‘‘(12) on a not less frequently than annual 

basis, analyze public disclosures made pursu-
ant to parts 229 and 249 of title 17, Code of 
Federal Regulations, or any subsequent doc-
ument submitted to the Securities and Ex-
change Commission by entities experiencing 
cyber incidents and compare such disclosures 
to reports received by the Center; and 

‘‘(13) in accordance with section 2235 and 
subsection (b) of this section, as soon as pos-
sible but not later than 24 hours after receiv-
ing a covered cyber incident report, ransom 
payment report, voluntarily submitted infor-
mation pursuant to section 2233, or informa-
tion received pursuant to a request for infor-
mation or subpoena under section 2234, make 
available the information to appropriate 
Sector Risk Management Agencies and other 
appropriate Federal agencies. 

‘‘(b) INTERAGENCY SHARING.—The National 
Cyber Director, in consultation with the Di-
rector and the Director of the Office of Man-
agement and Budget— 

‘‘(1) may establish a specific time require-
ment for sharing information under sub-
section (a)(13); and 

‘‘(2) shall determine the appropriate Fed-
eral agencies under subsection (a)(13). 

‘‘(c) PERIODIC BRIEFING.—Not later than 60 
days after the effective date of the final rule 
required under section 2232(b), and on the 
first day of each month thereafter, the Di-
rector, in consultation with the National 
Cyber Director, the Attorney General, and 
the Director of National Intelligence, shall 
provide to the majority leader of the Senate, 
the minority leader of the Senate, the 
Speaker of the House of Representatives, the 
minority leader of the House of Representa-
tives, the Committee on Homeland Security 
and Governmental Affairs of the Senate, and 
the Committee on Homeland Security of the 
House of Representatives a briefing that 
characterizes the national cyber threat land-
scape, including the threat facing Federal 
agencies and covered entities, and applicable 
intelligence and law enforcement informa-
tion, covered cyber incidents, and 
ransomware attacks, as of the date of the 
briefing, which shall— 

‘‘(1) include the total number of reports 
submitted under sections 2232 and 2233 dur-
ing the preceding month, including a break-
down of required and voluntary reports; 

‘‘(2) include any identified trends in cov-
ered cyber incidents and ransomware attacks 
over the course of the preceding month and 
as compared to previous reports, including 
any trends related to the information col-
lected in the reports submitted under sec-
tions 2232 and 2233, including— 

‘‘(A) the infrastructure, tactics, and tech-
niques malicious cyber actors commonly 
use; and 

‘‘(B) intelligence gaps that have impeded, 
or currently are impeding, the ability to 
counter covered cyber incidents and 
ransomware threats; 

‘‘(3) include a summary of the known uses 
of the information in reports submitted 
under sections 2232 and 2233; and 

‘‘(4) be unclassified, but may include a 
classified annex. 
‘‘SEC. 2232. REQUIRED REPORTING OF CERTAIN 

CYBER INCIDENTS. 
‘‘(a) IN GENERAL.— 
‘‘(1) COVERED CYBER INCIDENT REPORTS.—A 

covered entity that is a victim of a covered 
cyber incident shall report the covered cyber 
incident to the Director not later than 72 
hours after the covered entity reasonably be-
lieves that the covered cyber incident has oc-
curred. 

‘‘(2) RANSOM PAYMENT REPORTS.—A covered 
entity, except for an individual or a small or-
ganization, that makes a ransom payment as 
the result of a ransomware attack against 
the covered entity shall report the payment 

to the Director not later than 24 hours after 
the ransom payment has been made. 

‘‘(3) SUPPLEMENTAL REPORTS.—A covered 
entity shall promptly submit to the Director 
an update or supplement to a previously sub-
mitted covered cyber incident report if new 
or different information becomes available 
or if the covered entity makes a ransom pay-
ment after submitting a covered cyber inci-
dent report required under paragraph (1). 

‘‘(4) PRESERVATION OF INFORMATION.—Any 
covered entity subject to requirements of 
paragraph (1), (2), or (3) shall preserve data 
relevant to the covered cyber incident or 
ransom payment in accordance with proce-
dures established in the final rule issued pur-
suant to subsection (b). 

‘‘(5) EXCEPTIONS.— 
‘‘(A) REPORTING OF COVERED CYBER INCI-

DENT WITH RANSOM PAYMENT.—If a covered 
cyber incident includes a ransom payment 
such that the reporting requirements under 
paragraphs (1) and (2) apply, the covered en-
tity may submit a single report to satisfy 
the requirements of both paragraphs in ac-
cordance with procedures established in the 
final rule issued pursuant to subsection (b). 

‘‘(B) SUBSTANTIALLY SIMILAR REPORTED IN-
FORMATION.—The requirements under para-
graphs (1), (2), and (3) shall not apply to an 
entity required by law, regulation, or con-
tract to report substantially similar infor-
mation to another Federal agency within a 
substantially similar timeframe. 

‘‘(C) DOMAIN NAME SYSTEM.—The require-
ments under paragraphs (1), (2) and (3) shall 
not apply to an entity or the functions of a 
covered entity that the Director determines 
constitute critical infrastructure owned, op-
erated, or governed by multi-stakeholder or-
ganizations that develop, implement, and en-
force policies concerning the Domain Name 
System, such as the Internet Corporation for 
Assigned Names and Numbers or the Inter-
net Assigned Numbers Authority. 

‘‘(6) MANNER, TIMING, AND FORM OF RE-
PORTS.—Reports made under paragraphs (1), 
(2), and (3) shall be made in the manner and 
form, and within the time period in the case 
of reports made under paragraph (3), pre-
scribed in the final rule issued pursuant to 
subsection (b). 

‘‘(7) EFFECTIVE DATE.—Paragraphs (1) 
through (4) shall take effect on the dates pre-
scribed in the final rule issued pursuant to 
subsection (b). 

‘‘(b) RULEMAKING.— 
‘‘(1) NOTICE OF PROPOSED RULEMAKING.—Not 

later than 2 years after the date of enact-
ment of this section, the Director, in con-
sultation with Sector Risk Management 
Agencies, the Department of Justice, and 
other Federal agencies, shall publish in the 
Federal Register a notice of proposed rule-
making to implement subsection (a). 

‘‘(2) FINAL RULE.—Not later than 18 months 
after publication of the notice of proposed 
rulemaking under paragraph (1), the Director 
shall issue a final rule to implement sub-
section (a). 

‘‘(3) SUBSEQUENT RULEMAKINGS.— 
‘‘(A) IN GENERAL.—The Director is author-

ized to issue regulations to amend or revise 
the final rule issued pursuant to paragraph 
(2). 

‘‘(B) PROCEDURES.—Any subsequent rules 
issued under subparagraph (A) shall comply 
with the requirements under chapter 5 of 
title 5, United States Code, including the 
issuance of a notice of proposed rulemaking 
under section 553 of such title. 

‘‘(c) ELEMENTS.—The final rule issued pur-
suant to subsection (b) shall be composed of 
the following elements: 

‘‘(1) A clear description of the types of en-
tities that constitute covered entities, based 
on— 

‘‘(A) the consequences that disruption to 
or compromise of such an entity could cause 
to national security, economic security, or 
public health and safety; 

‘‘(B) the likelihood that such an entity 
may be targeted by a malicious cyber actor, 
including a foreign country; and 

‘‘(C) the extent to which damage, disrup-
tion, or unauthorized access to such an enti-
ty, including the accessing of sensitive cy-
bersecurity vulnerability information or 
penetration testing tools or techniques, will 
likely enable the disruption of the reliable 
operation of critical infrastructure. 

‘‘(2) A clear description of the types of sub-
stantial cyber incidents that constitute cov-
ered cyber incidents, which shall— 

‘‘(A) at a minimum, require the occurrence 
of— 

‘‘(i) the unauthorized access to an informa-
tion system or network with a substantial 
loss of confidentiality, integrity, or avail-
ability of such information system or net-
work, or a serious impact on the safety and 
resiliency of operational systems and proc-
esses; 

‘‘(ii) a disruption of business or industrial 
operations due to a cyber incident; or 

‘‘(iii) an occurrence described in clause (i) 
or (ii) due to loss of service facilitated 
through, or caused by, a compromise of a 
cloud service provider, managed service pro-
vider, or other third-party data hosting pro-
vider or by a supply chain compromise; 

‘‘(B) consider— 
‘‘(i) the sophistication or novelty of the 

tactics used to perpetrate such an incident, 
as well as the type, volume, and sensitivity 
of the data at issue; 

‘‘(ii) the number of individuals directly or 
indirectly affected or potentially affected by 
such an incident; and 

‘‘(iii) potential impacts on industrial con-
trol systems, such as supervisory control and 
data acquisition systems, distributed control 
systems, and programmable logic control-
lers; and 

‘‘(C) exclude— 
‘‘(i) any event where the cyber incident is 

perpetuated by good faith security research 
or in response to an invitation by the owner 
or operator of the information system for 
third parties to find vulnerabilities in the in-
formation system, such as through a vulner-
ability disclosure program or the use of au-
thorized penetration testing services; and 

‘‘(ii) the threat of disruption as extortion, 
as described in section 2201(9)(A). 

‘‘(3) A requirement that, if a covered cyber 
incident or a ransom payment occurs fol-
lowing an exempted threat described in para-
graph (2)(C)(ii), the entity shall comply with 
the requirements in this subtitle in report-
ing the covered cyber incident or ransom 
payment. 

‘‘(4) A clear description of the specific re-
quired contents of a report pursuant to sub-
section (a)(1), which shall include the fol-
lowing information, to the extent applicable 
and available, with respect to a covered 
cyber incident: 

‘‘(A) A description of the covered cyber in-
cident, including— 

‘‘(i) identification and a description of the 
function of the affected information sys-
tems, networks, or devices that were, or are 
reasonably believed to have been, affected by 
such incident; 

‘‘(ii) a description of the unauthorized ac-
cess with substantial loss of confidentiality, 
integrity, or availability of the affected in-
formation system or network or disruption 
of business or industrial operations; 

‘‘(iii) the estimated date range of such in-
cident; and 

‘‘(iv) the impact to the operations of the 
covered entity. 
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‘‘(B) Where applicable, a description of the 

vulnerabilities, tactics, techniques, and pro-
cedures used to perpetuate the covered cyber 
incident. 

‘‘(C) Where applicable, any identifying or 
contact information related to each actor 
reasonably believed to be responsible for 
such incident. 

‘‘(D) Where applicable, identification of the 
category or categories of information that 
were, or are reasonably believed to have 
been, accessed or acquired by an unauthor-
ized person. 

‘‘(E) The name and other information that 
clearly identifies the entity impacted by the 
covered cyber incident. 

‘‘(F) Contact information, such as tele-
phone number or electronic mail address, 
that the Center may use to contact the cov-
ered entity or an authorized agent of such 
covered entity, or, where applicable, the 
service provider of such covered entity act-
ing with the express permission of, and at 
the direction of, the covered entity to assist 
with compliance with the requirements of 
this subtitle. 

‘‘(5) A clear description of the specific re-
quired contents of a report pursuant to sub-
section (a)(2), which shall be the following 
information, to the extent applicable and 
available, with respect to a ransom payment: 

‘‘(A) A description of the ransomware at-
tack, including the estimated date range of 
the attack. 

‘‘(B) Where applicable, a description of the 
vulnerabilities, tactics, techniques, and pro-
cedures used to perpetuate the ransomware 
attack. 

‘‘(C) Where applicable, any identifying or 
contact information related to the actor or 
actors reasonably believed to be responsible 
for the ransomware attack. 

‘‘(D) The name and other information that 
clearly identifies the entity that made the 
ransom payment. 

‘‘(E) Contact information, such as tele-
phone number or electronic mail address, 
that the Center may use to contact the enti-
ty that made the ransom payment or an au-
thorized agent of such covered entity, or, 
where applicable, the service provider of 
such covered entity acting with the express 
permission of, and at the direction of, that 
entity to assist with compliance with the re-
quirements of this subtitle. 

‘‘(F) The date of the ransom payment. 
‘‘(G) The ransom payment demand, includ-

ing the type of virtual currency or other 
commodity requested, if applicable. 

‘‘(H) The ransom payment instructions, in-
cluding information regarding where to send 
the payment, such as the virtual currency 
address or physical address the funds were 
requested to be sent to, if applicable. 

‘‘(I) The amount of the ransom payment. 
‘‘(6) A clear description of the types of data 

required to be preserved pursuant to sub-
section (a)(4) and the period of time for 
which the data is required to be preserved. 

‘‘(7) Deadlines for submitting reports to 
the Director required under subsection (a)(3), 
which shall— 

‘‘(A) be established by the Director in con-
sultation with the Council; 

‘‘(B) consider any existing regulatory re-
porting requirements similar in scope, pur-
pose, and timing to the reporting require-
ments to which such a covered entity may 
also be subject, and make efforts to har-
monize the timing and contents of any such 
reports to the maximum extent practicable; 
and 

‘‘(C) balance the need for situational 
awareness with the ability of the covered en-
tity to conduct incident response and inves-
tigations. 

‘‘(8) Procedures for— 

‘‘(A) entities to submit reports required by 
paragraphs (1), (2), and (3) of subsection (a), 
including the manner and form thereof, 
which shall include, at a minimum, a con-
cise, user-friendly web-based form; 

‘‘(B) the Agency to carry out the enforce-
ment provisions of section 2233, including 
with respect to the issuance, service, with-
drawal, and enforcement of subpoenas, ap-
peals and due process procedures, the suspen-
sion and debarment provisions in section 
2234(c), and other aspects of noncompliance; 

‘‘(C) implementing the exceptions provided 
in subsection (a)(5); and 

‘‘(D) protecting privacy and civil liberties 
consistent with processes adopted pursuant 
to section 105(b) of the Cybersecurity Act of 
2015 (6 U.S.C. 1504(b)) and anonymizing and 
safeguarding, or no longer retaining, infor-
mation received and disclosed through cov-
ered cyber incident reports and ransom pay-
ment reports that is known to be personal 
information of a specific individual or infor-
mation that identifies a specific individual 
that is not directly related to a cybersecu-
rity threat. 

‘‘(9) A clear description of the types of en-
tities that constitute other private sector 
entities for purposes of section 2230(b)(7). 

‘‘(d) THIRD PARTY REPORT SUBMISSION AND 
RANSOM PAYMENT.— 

‘‘(1) REPORT SUBMISSION.—An entity, in-
cluding a covered entity, that is required to 
submit a covered cyber incident report or a 
ransom payment report may use a third 
party, such as an incident response company, 
insurance provider, service provider, infor-
mation sharing and analysis organization, or 
law firm, to submit the required report 
under subsection (a). 

‘‘(2) RANSOM PAYMENT.—If an entity im-
pacted by a ransomware attack uses a third 
party to make a ransom payment, the third 
party shall not be required to submit a ran-
som payment report for itself under sub-
section (a)(2). 

‘‘(3) DUTY TO REPORT.—Third-party report-
ing under this subparagraph does not relieve 
a covered entity or an entity that makes a 
ransom payment from the duty to comply 
with the requirements for covered cyber inci-
dent report or ransom payment report sub-
mission. 

‘‘(4) RESPONSIBILITY TO ADVISE.—Any third 
party used by an entity that knowingly 
makes a ransom payment on behalf of an en-
tity impacted by a ransomware attack shall 
advise the impacted entity of the respon-
sibilities of the impacted entity regarding 
reporting ransom payments under this sec-
tion. 

‘‘(e) OUTREACH TO COVERED ENTITIES.— 
‘‘(1) IN GENERAL.—The Director shall con-

duct an outreach and education campaign to 
inform likely covered entities, entities that 
offer or advertise as a service to customers 
to make or facilitate ransom payments on 
behalf of entities impacted by ransomware 
attacks, potential ransomware attack vic-
tims, and other appropriate entities of the 
requirements of paragraphs (1), (2), and (3) of 
subsection (a). 

‘‘(2) ELEMENTS.—The outreach and edu-
cation campaign under paragraph (1) shall 
include the following: 

‘‘(A) An overview of the final rule issued 
pursuant to subsection (b). 

‘‘(B) An overview of mechanisms to submit 
to the Center covered cyber incident reports 
and information relating to the disclosure, 
retention, and use of incident reports under 
this section. 

‘‘(C) An overview of the protections af-
forded to covered entities for complying with 
the requirements under paragraphs (1), (2), 
and (3) of subsection (a). 

‘‘(D) An overview of the steps taken under 
section 2234 when a covered entity is not in 

compliance with the reporting requirements 
under subsection (a). 

‘‘(E) Specific outreach to cybersecurity 
vendors, incident response providers, cyber-
security insurance entities, and other enti-
ties that may support covered entities or 
ransomware attack victims. 

‘‘(F) An overview of the privacy and civil 
liberties requirements in this subtitle. 

‘‘(3) COORDINATION.—In conducting the out-
reach and education campaign required 
under paragraph (1), the Director may co-
ordinate with— 

‘‘(A) the Critical Infrastructure Partner-
ship Advisory Council established under sec-
tion 871; 

‘‘(B) information sharing and analysis or-
ganizations; 

‘‘(C) trade associations; 
‘‘(D) information sharing and analysis cen-

ters; 
‘‘(E) sector coordinating councils; and 
‘‘(F) any other entity as determined appro-

priate by the Director. 

‘‘(f) ORGANIZATION OF REPORTS.—Notwith-
standing chapter 35 of title 44, United States 
Code (commonly known as the ‘Paperwork 
Reduction Act’), the Director may request 
information within the scope of the final 
rule issued under subsection (b) by the alter-
ation of existing questions or response fields 
and the reorganization and reformatting of 
the means by which covered cyber incident 
reports, ransom payment reports, and any 
voluntarily offered information is submitted 
to the Center. 

‘‘SEC. 2233. VOLUNTARY REPORTING OF OTHER 
CYBER INCIDENTS. 

‘‘(a) IN GENERAL.—Entities may volun-
tarily report incidents or ransom payments 
to the Director that are not required under 
paragraph (1), (2), or (3) of section 2232(a), but 
may enhance the situational awareness of 
cyber threats. 

‘‘(b) VOLUNTARY PROVISION OF ADDITIONAL 
INFORMATION IN REQUIRED REPORTS.—Enti-
ties may voluntarily include in reports re-
quired under paragraph (1), (2), or (3) of sec-
tion 2232(a) information that is not required 
to be included, but may enhance the situa-
tional awareness of cyber threats. 

‘‘(c) APPLICATION OF PROTECTIONS.—The 
protections under section 2235 applicable to 
covered cyber incident reports shall apply in 
the same manner and to the same extent to 
reports and information submitted under 
subsections (a) and (b). 

‘‘SEC. 2234. NONCOMPLIANCE WITH REQUIRED 
REPORTING. 

‘‘(a) PURPOSE.—In the event that an entity 
that is required to submit a report under sec-
tion 2232(a) fails to comply with the require-
ment to report, the Director may obtain in-
formation about the incident or ransom pay-
ment by engaging the entity directly to re-
quest information about the incident or ran-
som payment, and if the Director is unable 
to obtain information through such engage-
ment, by issuing a subpoena to the entity, 
pursuant to subsection (c), to gather infor-
mation sufficient to determine whether a 
covered cyber incident or ransom payment 
has occurred, and, if so, whether additional 
action is warranted pursuant to subsection 
(d). 

‘‘(b) INITIAL REQUEST FOR INFORMATION.— 
‘‘(1) IN GENERAL.—If the Director has rea-

son to believe, whether through public re-
porting or other information in the posses-
sion of the Federal Government, including 
through analysis performed pursuant to 
paragraph (1) or (2) of section 2231(a), that an 
entity has experienced a covered cyber inci-
dent or made a ransom payment but failed to 
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report such incident or payment to the Cen-
ter within 72 hours in accordance with sec-
tion 2232(a), the Director shall request addi-
tional information from the entity to con-
firm whether or not a covered cyber incident 
or ransom payment has occurred. 

‘‘(2) TREATMENT.—Information provided to 
the Center in response to a request under 
paragraph (1) shall be treated as if it was 
submitted through the reporting procedures 
established in section 2232. 

‘‘(c) AUTHORITY TO ISSUE SUBPOENAS AND 
DEBAR.— 

‘‘(1) IN GENERAL.—If, after the date that is 
72 hours from the date on which the Director 
made the request for information in sub-
section (b), the Director has received no re-
sponse from the entity from which such in-
formation was requested, or received an in-
adequate response, the Director may issue to 
such entity a subpoena to compel disclosure 
of information the Director deems necessary 
to determine whether a covered cyber inci-
dent or ransom payment has occurred and 
obtain the information required to be re-
ported pursuant to section 2232 and any im-
plementing regulations. 

‘‘(2) CIVIL ACTION.— 
‘‘(A) IN GENERAL.—If an entity fails to com-

ply with a subpoena, the Director may refer 
the matter to the Attorney General to bring 
a civil action in a district court of the 
United States to enforce such subpoena. 

‘‘(B) VENUE.—An action under this para-
graph may be brought in the judicial district 
in which the entity against which the action 
is brought resides, is found, or does business. 

‘‘(C) CONTEMPT OF COURT.—A court may 
punish a failure to comply with a subpoena 
issued under this subsection as contempt of 
court. 

‘‘(3) NON-DELEGATION.—The authority of 
the Director to issue a subpoena under this 
subsection may not be delegated. 

‘‘(4) DEBARMENT OF FEDERAL CONTRAC-
TORS.—If a covered entity that is a Federal 
contractor fails to comply with a subpoena 
issued under this subsection— 

‘‘(A) the Director may refer the matter to 
the Administrator of General Services; and 

‘‘(B) upon receiving a referral from the Di-
rector, the Administrator of General Serv-
ices may impose additional available pen-
alties, including suspension or debarment. 

‘‘(5) AUTHENTICATION.— 
‘‘(A) IN GENERAL.—Any subpoena issued 

electronically pursuant to this subsection 
shall be authenticated with a cryptographic 
digital signature of an authorized represent-
ative of the Agency, or other comparable 
successor technology, that allows the Agen-
cy to demonstrate that such subpoena was 
issued by the Agency and has not been al-
tered or modified since such issuance. 

‘‘(B) INVALID IF NOT AUTHENTICATED.—Any 
subpoena issued electronically pursuant to 
this subsection that is not authenticated in 
accordance with subparagraph (A) shall not 
be considered to be valid by the recipient of 
such subpoena. 

‘‘(d) ACTIONS BY ATTORNEY GENERAL AND 
FEDERAL REGULATORY AGENCIES.— 

‘‘(1) IN GENERAL.—Notwithstanding section 
2235(a) and subsection (b)(2) of this section, if 
the Attorney General or the appropriate 
Federal regulatory agency determines, based 
on information provided in response to a sub-
poena issued pursuant to subsection (c), that 
the facts relating to the covered cyber inci-
dent or ransom payment at issue may con-
stitute grounds for a regulatory enforcement 
action or criminal prosecution, the Attorney 
General or the appropriate Federal regu-
latory agency may use that information for 
a regulatory enforcement action or criminal 
prosecution. 

‘‘(2) APPLICATION TO CERTAIN ENTITIES AND 
THIRD PARTIES.—A covered cyber incident or 

ransom payment report submitted to the 
Center by an entity that makes a ransom 
payment or third party under section 2232 
shall not be used by any Federal, State, 
Tribal, or local government to investigate or 
take another law enforcement action against 
the entity that makes a ransom payment or 
third party. 

‘‘(3) RULE OF CONSTRUCTION.—Nothing in 
this subtitle shall be construed to provide an 
entity that submits a covered cyber incident 
report or ransom payment report under sec-
tion 2232 any immunity from law enforce-
ment action for making a ransom payment 
otherwise prohibited by law. 

‘‘(e) CONSIDERATIONS.—When determining 
whether to exercise the authorities provided 
under this section, the Director shall take 
into consideration— 

‘‘(1) the size and complexity of the entity; 
‘‘(2) the complexity in determining if a 

covered cyber incident has occurred; and 
‘‘(3) prior interaction with the Agency or 

awareness of the entity of the policies and 
procedures of the Agency for reporting cov-
ered cyber incidents and ransom payments. 

‘‘(f) EXCLUSIONS.—This section shall not 
apply to a State, local, Tribal, or territorial 
government entity. 

‘‘(g) REPORT TO CONGRESS.—The Director 
shall submit to Congress an annual report on 
the number of times the Director— 

‘‘(1) issued an initial request for informa-
tion pursuant to subsection (b); 

‘‘(2) issued a subpoena pursuant to sub-
section (c); or 

‘‘(3) referred a matter to the Attorney Gen-
eral for a civil action pursuant to subsection 
(c)(2). 

‘‘(h) PUBLICATION OF THE ANNUAL REPORT.— 
The Director shall publish a version of the 
annual report required under subsection (g) 
on the website of the Agency, which shall in-
clude, at a minimum, the number of times 
the Director— 

‘‘(1) issued an initial request for informa-
tion pursuant to subsection (b); or 

‘‘(2) issued a subpoena pursuant to sub-
section (c). 

‘‘(i) ANONYMIZATION OF REPORTS.—The Di-
rector shall ensure any victim information 
contained in a report required to be pub-
lished under subsection (h) be anonymized 
before the report is published. 
‘‘SEC. 2235. INFORMATION SHARED WITH OR PRO-

VIDED TO THE FEDERAL GOVERN-
MENT. 

‘‘(a) DISCLOSURE, RETENTION, AND USE.— 
‘‘(1) AUTHORIZED ACTIVITIES.—Information 

provided to the Center or Agency pursuant 
to section 2232 or 2233 may be disclosed to, 
retained by, and used by, consistent with 
otherwise applicable provisions of Federal 
law, any Federal agency or department, com-
ponent, officer, employee, or agent of the 
Federal Government solely for— 

‘‘(A) a cybersecurity purpose; 
‘‘(B) the purpose of identifying— 
‘‘(i) a cyber threat, including the source of 

the cyber threat; or 
‘‘(ii) a security vulnerability; 
‘‘(C) the purpose of responding to, or other-

wise preventing or mitigating, a specific 
threat of death, a specific threat of serious 
bodily harm, or a specific threat of serious 
economic harm, including a terrorist act or 
use of a weapon of mass destruction; 

‘‘(D) the purpose of responding to, inves-
tigating, prosecuting, or otherwise pre-
venting or mitigating, a serious threat to a 
minor, including sexual exploitation and 
threats to physical safety; or 

‘‘(E) the purpose of preventing, inves-
tigating, disrupting, or prosecuting an of-
fense arising out of a cyber incident reported 
pursuant to section 2232 or 2233 or any of the 
offenses listed in section 105(d)(5)(A)(v) of the 
Cybersecurity Act of 2015 (6 U.S.C. 
1504(d)(5)(A)(v)). 

‘‘(2) AGENCY ACTIONS AFTER RECEIPT.— 
‘‘(A) RAPID, CONFIDENTIAL SHARING OF 

CYBER THREAT INDICATORS.—Upon receiving a 
covered cyber incident or ransom payment 
report submitted pursuant to this section, 
the center shall immediately review the re-
port to determine whether the incident that 
is the subject of the report is connected to 
an ongoing cyber threat or security vulner-
ability and where applicable, use such report 
to identify, develop, and rapidly disseminate 
to appropriate stakeholders actionable, 
anonymized cyber threat indicators and de-
fensive measures. 

‘‘(B) STANDARDS FOR SHARING SECURITY 
VULNERABILITIES.—With respect to informa-
tion in a covered cyber incident or ransom 
payment report regarding a security vulner-
ability referred to in paragraph (1)(B)(ii), the 
Director shall develop principles that govern 
the timing and manner in which information 
relating to security vulnerabilities may be 
shared, consistent with common industry 
best practices and United States and inter-
national standards. 

‘‘(3) PRIVACY AND CIVIL LIBERTIES.—Infor-
mation contained in covered cyber incident 
and ransom payment reports submitted to 
the Center or the Agency pursuant to section 
2232 shall be retained, used, and dissemi-
nated, where permissible and appropriate, by 
the Federal Government in accordance with 
processes to be developed for the protection 
of personal information consistent with 
processes adopted pursuant to section 105 of 
the Cybersecurity Act of 2015 (6 U.S.C. 1504) 
and in a manner that protects from unau-
thorized use or disclosure any information 
that may contain— 

‘‘(A) personal information of a specific in-
dividual; or 

‘‘(B) information that identifies a specific 
individual that is not directly related to a 
cybersecurity threat. 

‘‘(4) DIGITAL SECURITY.—The Center and the 
Agency shall ensure that reports submitted 
to the Center or the Agency pursuant to sec-
tion 2232, and any information contained in 
those reports, are collected, stored, and pro-
tected at a minimum in accordance with the 
requirements for moderate impact Federal 
information systems, as described in Federal 
Information Processing Standards Publica-
tion 199, or any successor document. 

‘‘(5) PROHIBITION ON USE OF INFORMATION IN 
REGULATORY ACTIONS.—A Federal, State, 
local, or Tribal government shall not use in-
formation about a covered cyber incident or 
ransom payment obtained solely through re-
porting directly to the Center or the Agency 
in accordance with this subtitle to regulate, 
including through an enforcement action, 
the activities of the covered entity or entity 
that made a ransom payment. 

‘‘(b) NO WAIVER OF PRIVILEGE OR PROTEC-
TION.—The submission of a report to the Cen-
ter or the Agency under section 2232 shall 
not constitute a waiver of any applicable 
privilege or protection provided by law, in-
cluding trade secret protection and attorney- 
client privilege. 

‘‘(c) EXEMPTION FROM DISCLOSURE.—Infor-
mation contained in a report submitted to 
the Office under section 2232 shall be exempt 
from disclosure under section 552(b)(3)(B) of 
title 5, United States Code (commonly 
known as the ‘Freedom of Information Act’) 
and any State, Tribal, or local provision of 
law requiring disclosure of information or 
records. 

‘‘(d) EX PARTE COMMUNICATIONS.—The sub-
mission of a report to the Agency under sec-
tion 2232 shall not be subject to a rule of any 
Federal agency or department or any judi-
cial doctrine regarding ex parte communica-
tions with a decision-making official. 

‘‘(e) LIABILITY PROTECTIONS.— 
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‘‘(1) IN GENERAL.—No cause of action shall 

lie or be maintained in any court by any per-
son or entity and any such action shall be 
promptly dismissed for the submission of a 
report pursuant to section 2232(a) that is sub-
mitted in conformance with this subtitle and 
the rule promulgated under section 2232(b), 
except that this subsection shall not apply 
with regard to an action by the Federal Gov-
ernment pursuant to section 2234(c)(2). 

‘‘(2) SCOPE.—The liability protections pro-
vided in subsection (e) shall only apply to or 
affect litigation that is solely based on the 
submission of a covered cyber incident re-
port or ransom payment report to the Center 
or the Agency. 

‘‘(3) RESTRICTIONS.—Notwithstanding para-
graph (2), no report submitted to the Agency 
pursuant to this subtitle or any communica-
tion, document, material, or other record, 
created for the sole purpose of preparing, 
drafting, or submitting such report, may be 
received in evidence, subject to discovery, or 
otherwise used in any trial, hearing, or other 
proceeding in or before any court, regulatory 
body, or other authority of the United 
States, a State, or a political subdivision 
thereof, provided that nothing in this sub-
title shall create a defense to discovery or 
otherwise affect the discovery of any com-
munication, document, material, or other 
record not created for the sole purpose of 
preparing, drafting, or submitting such re-
port. 

‘‘(f) SHARING WITH NON-FEDERAL ENTI-
TIES.—The Agency shall anonymize the vic-
tim who reported the information when 
making information provided in reports re-
ceived under section 2232 available to critical 
infrastructure owners and operators and the 
general public. 

‘‘(g) PROPRIETARY INFORMATION.—Informa-
tion contained in a report submitted to the 
Agency under section 2232 shall be consid-
ered the commercial, financial, and propri-
etary information of the covered entity when 
so designated by the covered entity. 

‘‘(h) STORED COMMUNICATIONS ACT.—Noth-
ing in this subtitle shall be construed to per-
mit or require disclosure by a provider of a 
remote computing service or a provider of an 
electronic communication service to the 
public of information not otherwise per-
mitted or required to be disclosed under 
chapter 121 of title 18, United States Code 
(commonly known as the ‘Stored Commu-
nications Act’).’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The table of contents in section 1(b) 
of the Homeland Security Act of 2002 (Public 
Law 107–296; 116 Stat. 2135) is amended by in-
serting after the items relating to subtitle B 
of title XXII the following: 

‘‘Subtitle C—Cyber Incident Reporting 
‘‘Sec. 2230. Definitions. 
‘‘Sec. 2231. Cyber Incident Review. 
‘‘Sec. 2232. Required reporting of certain 

cyber incidents. 
‘‘Sec. 2233. Voluntary reporting of other 

cyber incidents. 
‘‘Sec. 2234. Noncompliance with required re-

porting. 
‘‘Sec. 2235. Information shared with or pro-

vided to the Federal Govern-
ment.’’. 

SEC. 5104. FEDERAL SHARING OF INCIDENT RE-
PORTS. 

(a) CYBER INCIDENT REPORTING SHARING.— 
(1) IN GENERAL.—Notwithstanding any 

other provision of law or regulation, any 
Federal agency, including any independent 
establishment (as defined in section 104 of 
title 5, United States Code), that receives a 
report from an entity of a cyber incident, in-
cluding a ransomware attack, shall provide 
the report to the Director as soon as pos-
sible, but not later than 24 hours after re-

ceiving the report, unless a shorter period is 
required by an agreement made between the 
Cybersecurity Infrastructure Security Agen-
cy and the recipient Federal agency. The Di-
rector shall share and coordinate each report 
pursuant to section 2231(b) of the Homeland 
Security Act of 2002, as added by section 5103 
of this title. 

(2) RULE OF CONSTRUCTION.—The require-
ments described in paragraph (1) shall not be 
construed to be a violation of any provision 
of law or policy that would otherwise pro-
hibit disclosure within the executive branch. 

(3) PROTECTION OF INFORMATION.—The Di-
rector shall comply with any obligations of 
the recipient Federal agency described in 
paragraph (1) to protect information, includ-
ing with respect to privacy, confidentiality, 
or information security, if those obligations 
would impose greater protection require-
ments than this title or the amendments 
made by this title. 

(4) FOIA EXEMPTION.—Any report received 
by the Director pursuant to paragraph (1) 
shall be exempt from disclosure under sec-
tion 552(b)(3) of title 5, United States Code 
(commonly known as the ‘‘Freedom of Infor-
mation Act’’). 

(b) CREATION OF COUNCIL.—Section 1752(c) 
of the William M. (Mac) Thornberry National 
Defense Authorization Act for Fiscal Year 
2021 (6 U.S.C. 1500(c)) is amended— 

(1) in paragraph (1)— 
(A) in subparagraph (G), by striking ‘‘and’’ 

at the end; 
(B) by redesignating subparagraph (H) as 

subparagraph (I); and 
(C) by inserting after subparagraph (G) the 

following: 
‘‘(H) lead an intergovernmental Cyber Inci-

dent Reporting Council, in coordination with 
the Director of the Office of Management 
and Budget, the Attorney General, and the 
Director of the Cybersecurity and Infrastruc-
ture Security Agency and in consultation 
with Sector Risk Management Agencies (as 
defined in section 2201 of the Homeland Secu-
rity Act of 2002 (6 U.S.C. 651)) and other ap-
propriate Federal agencies, to coordinate, 
deconflict, and harmonize Federal incident 
reporting requirements, including those 
issued through regulations, for covered enti-
ties (as defined in section 2230 of such Act) 
and entities that make a ransom payment 
(as defined in such section 2201 (6 U.S.C. 
651)); and’’; and 

(2) by adding at the end the following: 
‘‘(3) RULE OF CONSTRUCTION.—Nothing in 

paragraph (1)(H) shall be construed to pro-
vide any additional regulatory authority to 
any Federal entity.’’. 

(c) HARMONIZING REPORTING REQUIRE-
MENTS.—The National Cyber Director shall, 
in consultation with the Director, the Attor-
ney General, the Cyber Incident Reporting 
Council described in section 1752(c)(1)(H) of 
the William M. (Mac) Thornberry National 
Defense Authorization Act for Fiscal Year 
2021 (6 U.S.C. 1500(c)(1)(H)), and the Director 
of the Office of Management and Budget, to 
the maximum extent practicable— 

(1) periodically review existing regulatory 
requirements, including the information re-
quired in such reports, to report cyber inci-
dents and ensure that any such reporting re-
quirements and procedures avoid conflicting, 
duplicative, or burdensome requirements; 
and 

(2) coordinate with the Director, the Attor-
ney General, and regulatory authorities that 
receive reports relating to cyber incidents to 
identify opportunities to streamline report-
ing processes, and where feasible, facilitate 
interagency agreements between such au-
thorities to permit the sharing of such re-
ports, consistent with applicable law and 
policy, without impacting the ability of such 
agencies to gain timely situational aware-

ness of a covered cyber incident or ransom 
payment. 

SEC. 5105. RANSOMWARE VULNERABILITY WARN-
ING PILOT PROGRAM. 

(a) PROGRAM.—Not later than 1 year after 
the date of enactment of this Act, the Direc-
tor shall establish a ransomware vulner-
ability warning program to leverage existing 
authorities and technology to specifically 
develop processes and procedures for, and to 
dedicate resources to, identifying informa-
tion systems that contain security 
vulnerabilities associated with common 
ransomware attacks, and to notify the own-
ers of those vulnerable systems of their secu-
rity vulnerability. 

(b) IDENTIFICATION OF VULNERABLE SYS-
TEMS.—The pilot program established under 
subsection (a) shall— 

(1) identify the most common security 
vulnerabilities utilized in ransomware at-
tacks and mitigation techniques; and 

(2) utilize existing authorities to identify 
Federal and other relevant information sys-
tems that contain the security 
vulnerabilities identified in paragraph (1). 

(c) ENTITY NOTIFICATION.— 
(1) IDENTIFICATION.—If the Director is able 

to identify the entity at risk that owns or 
operates a vulnerable information system 
identified in subsection (b), the Director may 
notify the owner of the information system. 

(2) NO IDENTIFICATION.—If the Director is 
not able to identify the entity at risk that 
owns or operates a vulnerable information 
system identified in subsection (b), the Di-
rector may utilize the subpoena authority 
pursuant to section 2209 of the Homeland Se-
curity Act of 2002 (6 U.S.C. 659) to identify 
and notify the entity at risk pursuant to the 
procedures within that section. 

(3) REQUIRED INFORMATION.—A notification 
made under paragraph (1) shall include infor-
mation on the identified security vulner-
ability and mitigation techniques. 

(d) PRIORITIZATION OF NOTIFICATIONS.—To 
the extent practicable, the Director shall 
prioritize covered entities for identification 
and notification activities under the pilot 
program established under this section. 

(e) LIMITATION ON PROCEDURES.—No proce-
dure, notification, or other authorities uti-
lized in the execution of the pilot program 
established under subsection (a) shall require 
an owner or operator of a vulnerable infor-
mation system to take any action as a result 
of a notice of a security vulnerability made 
pursuant to subsection (c). 

(f) RULE OF CONSTRUCTION.—Nothing in this 
section shall be construed to provide addi-
tional authorities to the Director to identify 
vulnerabilities or vulnerable systems. 

(g) TERMINATION.—The pilot program es-
tablished under subsection (a) shall termi-
nate on the date that is 4 years after the 
date of enactment of this Act. 

SEC. 5106. RANSOMWARE THREAT MITIGATION 
ACTIVITIES. 

(a) JOINT RANSOMWARE TASK FORCE.— 
(1) IN GENERAL.—Not later than 180 days 

after the date of enactment of this Act, the 
National Cyber Director, in consultation 
with the Attorney General and the Director 
of the Federal Bureau of Investigation, shall 
establish and chair the Joint Ransomware 
Task Force to coordinate an ongoing nation-
wide campaign against ransomware attacks, 
and identify and pursue opportunities for 
international cooperation. 

(2) COMPOSITION.—The Joint Ransomware 
Task Force shall consist of participants from 
Federal agencies, as determined appropriate 
by the National Cyber Director in consulta-
tion with the Secretary of Homeland Secu-
rity. 
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(3) RESPONSIBILITIES.—The Joint 

Ransomware Task Force, utilizing only ex-
isting authorities of each participating agen-
cy, shall coordinate across the Federal Gov-
ernment the following activities: 

(A) Prioritization of intelligence-driven op-
erations to disrupt specific ransomware ac-
tors. 

(B) Consult with relevant private sector, 
State, local, Tribal, and territorial govern-
ments and international stakeholders to 
identify needs and establish mechanisms for 
providing input into the Task Force. 

(C) Identifying, in consultation with rel-
evant entities, a list of highest threat 
ransomware entities updated on an ongoing 
basis, in order to facilitate— 

(i) prioritization for Federal action by ap-
propriate Federal agencies; and 

(ii) identify metrics for success of said ac-
tions. 

(D) Disrupting ransomware criminal ac-
tors, associated infrastructure, and their fi-
nances. 

(E) Facilitating coordination and collabo-
ration between Federal entities and relevant 
entities, including the private sector, to im-
prove Federal actions against ransomware 
threats. 

(F) Collection, sharing, and analysis of 
ransomware trends to inform Federal ac-
tions. 

(G) Creation of after-action reports and 
other lessons learned from Federal actions 
that identify successes and failures to im-
prove subsequent actions. 

(H) Any other activities determined appro-
priate by the task force to mitigate the 
threat of ransomware attacks against Fed-
eral and non-Federal entities. 

(b) CLARIFYING PRIVATE SECTOR LAWFUL 
DEFENSIVE MEASURES.—Not later than 180 
days after the date of enactment of this Act, 
the National Cyber Director, in coordination 
with the Secretary of Homeland Security 
and the Attorney General, shall submit to 
the Committee on Homeland Security and 
Governmental Affairs and the Committee on 
the Judiciary of the Senate and the Com-
mittee on Homeland Security, the Com-
mittee on the Judiciary, and the Committee 
on Oversight and Reform of the House of 
Representatives a report that describes de-
fensive measures that private sector actors 
can take when countering ransomware at-
tacks and what laws need to be clarified to 
enable that action. 

(c) RULE OF CONSTRUCTION.—Nothing in 
this section shall be construed to provide 
any additional authority to any Federal 
agency. 
SEC. 5107. CONGRESSIONAL REPORTING. 

(a) REPORT ON STAKEHOLDER ENGAGE-
MENT.—Not later than 30 days after the date 
on which the Director issues the final rule 
under section 2232(b) of the Homeland Secu-
rity Act of 2002, as added by section 5103(b) of 
this title, the Director shall submit to the 
Committee on Homeland Security and Gov-
ernmental Affairs of the Senate and the 
Committee on Homeland Security of the 
House of Representatives a report that de-
scribes how the Director engaged stake-
holders in the development of the final rule. 

(b) REPORT ON OPPORTUNITIES TO 
STRENGTHEN SECURITY RESEARCH.—Not later 
than 1 year after the date of enactment of 
this Act, the Director shall submit to the 
Committee on Homeland Security and Gov-
ernmental Affairs of the Senate and the 
Committee on Homeland Security of the 
House of Representatives a report describing 
how the National Cybersecurity and Commu-
nications Integration Center established 
under section 2209 of the Homeland Security 
Act of 2002 (6 U.S.C. 659) has carried out ac-
tivities under section 2231(a)(9) of the Home-

land Security Act of 2002, as added by section 
5103(a) of this title, by proactively identi-
fying opportunities to use cyber incident 
data to inform and enable cybersecurity re-
search within the academic and private sec-
tor. 

(c) REPORT ON RANSOMWARE VULNERABILITY 
WARNING PILOT PROGRAM.—Not later than 1 
year after the date of enactment of this Act, 
and annually thereafter for the duration of 
the pilot program established under section 
5105, the Director shall submit to the Com-
mittee on Homeland Security and Govern-
mental Affairs of the Senate and the Com-
mittee on Homeland Security of the House of 
Representatives a report, which may include 
a classified annex, on the effectiveness of the 
pilot program, which shall include a discus-
sion of the following: 

(1) The effectiveness of the notifications 
under section 5105(c) in mitigating security 
vulnerabilities and the threat of 
ransomware. 

(2) Identification of the most common 
vulnerabilities utilized in ransomware. 

(3) The number of notifications issued dur-
ing the preceding year. 

(4) To the extent practicable, the number 
of vulnerable devices or systems mitigated 
under this pilot by the Agency during the 
preceding year. 

(d) REPORT ON HARMONIZATION OF REPORT-
ING REGULATIONS.— 

(1) IN GENERAL.—Not later than 180 days 
after the date on which the National Cyber 
Director convenes the Council described in 
section 1752(c)(1)(H) of the William M. (Mac) 
Thornberry National Defense Authorization 
Act for Fiscal Year 2021 (6 U.S.C. 
1500(c)(1)(H)), the National Cyber Director 
shall submit to the appropriate congres-
sional committees a report that includes— 

(A) a list of duplicative Federal cyber inci-
dent reporting requirements on covered enti-
ties and entities that make a ransom pay-
ment; 

(B) a description of any challenges in har-
monizing the duplicative reporting require-
ments; 

(C) any actions the National Cyber Direc-
tor intends to take to facilitate harmonizing 
the duplicative reporting requirements; and 

(D) any proposed legislative changes nec-
essary to address the duplicative reporting. 

(2) RULE OF CONSTRUCTION.—Nothing in 
paragraph (1) shall be construed to provide 
any additional regulatory authority to any 
Federal agency. 

(e) GAO REPORTS.— 
(1) IMPLEMENTATION OF THIS TITLE.—Not 

later than 2 years after the date of enact-
ment of this Act, the Comptroller General of 
the United States shall submit to the Com-
mittee on Homeland Security and Govern-
mental Affairs of the Senate and the Com-
mittee on Homeland Security of the House of 
Representatives a report on the implementa-
tion of this title and the amendments made 
by this title. 

(2) EXEMPTIONS TO REPORTING.—Not later 
than 1 year after the date on which the Di-
rector issues the final rule required under 
section 2232(b) of the Homeland Security Act 
of 2002, as added by section 5103 of this title, 
the Comptroller General of the United States 
shall submit to the Committee on Homeland 
Security and Governmental Affairs of the 
Senate and the Committee on Homeland Se-
curity of the House of Representatives a re-
port on the exemptions to reporting under 
paragraphs (2) and (5) of section 2232(a) of the 
Homeland Security Act of 2002, as added by 
section 5103 of this title, which shall in-
clude— 

(A) to the extent practicable, an evalua-
tion of the quantity of incidents not reported 
to the Federal Government; 

(B) an evaluation of the impact on im-
pacted entities, homeland security, and the 
national economy of the ransomware crimi-
nal ecosystem of incidents and ransom pay-
ments, including a discussion on the scope of 
impact of incidents that were not reported to 
the Federal Government; 

(C) an evaluation of the burden, financial 
and otherwise, on entities required to report 
cyber incidents under this title, including an 
analysis of entities that meet the definition 
of a small organization and would be exempt 
from ransom payment reporting but not for 
being a covered entity; and 

(D) a description of the consequences and 
effects of the exemptions. 

(f) REPORT ON EFFECTIVENESS OF ENFORCE-
MENT MECHANISMS.—Not later than 1 year 
after the date on which the Director issues 
the final rule required under section 2232(b) 
of the Homeland Security Act of 2002, as 
added by section 5103 of this title, the Direc-
tor shall submit to the Committee on Home-
land Security and Governmental Affairs of 
the Senate and the Committee on Homeland 
Security of the House of Representatives a 
report on the effectiveness of the enforce-
ment mechanisms within section 2234 of the 
Homeland Security Act of 2002, as added by 
section 5103 of this title. 
TITLE LII—CISA TECHNICAL CORREC-
TIONS AND IMPROVEMENTS ACT OF 2021 

SEC. 5201. SHORT TITLE. 
This title may be cited as the ‘‘CISA Tech-

nical Corrections and Improvements Act of 
2021’’. 
SEC. 5202. REDESIGNATIONS. 

(a) IN GENERAL.—Subtitle A of title XXII of 
the Homeland Security Act of 2002 (6 U.S.C. 
651 et seq.) is amended— 

(1) by redesignating section 2217 (6 U.S.C. 
665f) as section 2220; 

(2) by redesignating section 2216 (6 U.S.C. 
665e) as section 2219; 

(3) by redesignating the fourth section 2215 
(relating to Sector Risk Management Agen-
cies) (6 U.S.C. 665d) as section 2218; 

(4) by redesignating the third section 2215 
(relating to the Cybersecurity State Coordi-
nator) (6 U.S.C. 665c) as section 2217; and 

(5) by redesignating the second section 2215 
(relating to the Joint Cyber Planning Office) 
(6 U.S.C. 665b) as section 2216. 

(b) TECHNICAL AND CONFORMING AMEND-
MENTS.—Section 2202(c) of the Homeland Se-
curity Act of 2002 (6 U.S.C. 652(c)) is amend-
ed— 

(1) in paragraph (11), by striking ‘‘and’’ at 
the end; 

(2) in the first paragraph (12)— 
(A) by striking ‘‘section 2215’’ and insert-

ing ‘‘section 2217’’; and 
(B) by striking ‘‘and’’ at the end; and 
(3) by redesignating the second and third 

paragraphs (12) as paragraphs (13) and (14), 
respectively. 

(c) ADDITIONAL TECHNICAL AMENDMENT.— 
(1) AMENDMENT.—Section 904(b)(1) of the 

DOTGOV Act of 2020 (title IX of division U of 
Public Law 116–260) is amended, in the mat-
ter preceding subparagraph (A), by striking 
‘‘Homeland Security Act’’ and inserting 
‘‘Homeland Security Act of 2002’’. 

(2) EFFECTIVE DATE.—The amendment 
made by paragraph (1) shall take effect as if 
enacted as part of the DOTGOV Act of 2020 
(title IX of division U of Public Law 116–260). 
SEC. 5203. CONSOLIDATION OF DEFINITIONS. 

(a) IN GENERAL.—Title XXII of the Home-
land Security Act of 2002 (6 U.S.C. 651) is 
amended by inserting before the subtitle A 
heading the following: 
‘‘SEC. 2200. DEFINITIONS. 

‘‘Except as otherwise specifically provided, 
in this title: 

‘‘(1) AGENCY.—The term ‘Agency’ means 
the Cybersecurity and Infrastructure Secu-
rity Agency. 
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‘‘(2) AGENCY INFORMATION.—The term 

‘agency information’ means information col-
lected or maintained by or on behalf of an 
agency. 

‘‘(3) AGENCY INFORMATION SYSTEM.—The 
term ‘agency information system’ means an 
information system used or operated by an 
agency or by another entity on behalf of an 
agency. 

‘‘(4) APPROPRIATE CONGRESSIONAL COMMIT-
TEES.—The term ‘appropriate congressional 
committees’ means— 

‘‘(A) the Committee on Homeland Security 
and Governmental Affairs of the Senate; and 

‘‘(B) the Committee on Homeland Security 
of the House of Representatives. 

‘‘(5) CLOUD SERVICE PROVIDER.—The term 
‘cloud service provider’ means an entity of-
fering products or services related to cloud 
computing, as defined by the National Insti-
tutes of Standards and Technology in NIST 
Special Publication 800–145 and any amend-
atory or superseding document relating 
thereto. 

‘‘(6) CRITICAL INFRASTRUCTURE INFORMA-
TION.—The term ‘critical infrastructure in-
formation’ means information not custom-
arily in the public domain and related to the 
security of critical infrastructure or pro-
tected systems, including— 

‘‘(A) actual, potential, or threatened inter-
ference with, attack on, compromise of, or 
incapacitation of critical infrastructure or 
protected systems by either physical or com-
puter-based attack or other similar conduct 
(including the misuse of or unauthorized ac-
cess to all types of communications and data 
transmission systems) that violates Federal, 
State, or local law, harms interstate com-
merce of the United States, or threatens 
public health or safety; 

‘‘(B) the ability of any critical infrastruc-
ture or protected system to resist such inter-
ference, compromise, or incapacitation, in-
cluding any planned or past assessment, pro-
jection, or estimate of the vulnerability of 
critical infrastructure or a protected system, 
including security testing, risk evaluation 
thereto, risk management planning, or risk 
audit; or 

‘‘(C) any planned or past operational prob-
lem or solution regarding critical infrastruc-
ture or protected systems, including repair, 
recovery, reconstruction, insurance, or con-
tinuity, to the extent it is related to such in-
terference, compromise, or incapacitation. 

‘‘(7) CYBER THREAT INDICATOR.—The term 
‘cyber threat indicator’ means information 
that is necessary to describe or identify— 

‘‘(A) malicious reconnaissance, including 
anomalous patterns of communications that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat or security vulner-
ability; 

‘‘(B) a method of defeating a security con-
trol or exploitation of a security vulner-
ability; 

‘‘(C) a security vulnerability, including 
anomalous activity that appears to indicate 
the existence of a security vulnerability; 

‘‘(D) a method of causing a user with le-
gitimate access to an information system or 
information that is stored on, processed by, 
or transiting an information system to un-
wittingly enable the defeat of a security con-
trol or exploitation of a security vulner-
ability; 

‘‘(E) malicious cyber command and con-
trol; 

‘‘(F) the actual or potential harm caused 
by an incident, including a description of the 
information exfiltrated as a result of a par-
ticular cybersecurity threat; 

‘‘(G) any other attribute of a cybersecurity 
threat, if disclosure of such attribute is not 
otherwise prohibited by law; or 

‘‘(H) any combination thereof. 

‘‘(8) CYBERSECURITY PURPOSE.—The term 
‘cybersecurity purpose’ means the purpose of 
protecting an information system or infor-
mation that is stored on, processed by, or 
transiting an information system from a cy-
bersecurity threat or security vulnerability. 

‘‘(9) CYBERSECURITY RISK.—The term ‘cy-
bersecurity risk’— 

‘‘(A) means threats to and vulnerabilities 
of information or information systems and 
any related consequences caused by or re-
sulting from unauthorized access, use, dis-
closure, degradation, disruption, modifica-
tion, or destruction of such information or 
information systems, including such related 
consequences caused by an act of terrorism; 
and 

‘‘(B) does not include any action that sole-
ly involves a violation of a consumer term of 
service or a consumer licensing agreement. 

‘‘(10) CYBERSECURITY THREAT.— 
‘‘(A) IN GENERAL.—Except as provided in 

subparagraph (B), the term ‘cybersecurity 
threat’ means an action, not protected by 
the First Amendment to the Constitution of 
the United States, on or through an informa-
tion system that may result in an unauthor-
ized effort to adversely impact the security, 
availability, confidentiality, or integrity of 
an information system or information that 
is stored on, processed by, or transiting an 
information system. 

‘‘(B) EXCLUSION.—The term ‘cybersecurity 
threat’ does not include any action that sole-
ly involves a violation of a consumer term of 
service or a consumer licensing agreement. 

‘‘(11) DEFENSIVE MEASURE.— 
‘‘(A) IN GENERAL.—Except as provided in 

subparagraph (B), the term ‘defensive meas-
ure’ means an action, device, procedure, sig-
nature, technique, or other measure applied 
to an information system or information 
that is stored on, processed by, or transiting 
an information system that detects, pre-
vents, or mitigates a known or suspected cy-
bersecurity threat or security vulnerability. 

‘‘(B) EXCLUSION.—The term ‘defensive 
measure’ does not include a measure that de-
stroys, renders unusable, provides unauthor-
ized access to, or substantially harms an in-
formation system or information stored on, 
processed by, or transiting such information 
system not owned by— 

‘‘(i) the entity operating the measure; or 
‘‘(ii) another entity or Federal entity that 

is authorized to provide consent and has pro-
vided consent to that private entity for oper-
ation of such measure. 

‘‘(12) HOMELAND SECURITY ENTERPRISE.— 
The term ‘Homeland Security Enterprise’ 
means relevant governmental and non-
governmental entities involved in homeland 
security, including Federal, State, local, and 
Tribal government officials, private sector 
representatives, academics, and other policy 
experts. 

‘‘(13) INCIDENT.—The term ‘incident’ means 
an occurrence that actually or imminently 
jeopardizes, without lawful authority, the in-
tegrity, confidentiality, or availability of in-
formation on an information system, or ac-
tually or imminently jeopardizes, without 
lawful authority, an information system. 

‘‘(14) INFORMATION SHARING AND ANALYSIS 
ORGANIZATION.—The term ‘Information Shar-
ing and Analysis Organization’ means any 
formal or informal entity or collaboration 
created or employed by public or private sec-
tor organizations, for purposes of— 

‘‘(A) gathering and analyzing critical infra-
structure information, including informa-
tion related to cybersecurity risks and inci-
dents, in order to better understand security 
problems and interdependencies related to 
critical infrastructure, including cybersecu-
rity risks and incidents, and protected sys-
tems, so as to ensure the availability, integ-
rity, and reliability thereof; 

‘‘(B) communicating or disclosing critical 
infrastructure information, including cyber-
security risks and incidents, to help prevent, 
detect, mitigate, or recover from the effects 
of a interference, compromise, or a incapaci-
tation problem related to critical infrastruc-
ture, including cybersecurity risks and inci-
dents, or protected systems; and 

‘‘(C) voluntarily disseminating critical in-
frastructure information, including cyberse-
curity risks and incidents, to its members, 
State, local, and Federal Governments, or 
any other entities that may be of assistance 
in carrying out the purposes specified in sub-
paragraphs (A) and (B). 

‘‘(15) INFORMATION SYSTEM.—The term ‘in-
formation system’ has the meaning given the 
term in section 3502 of title 44, United States 
Code. 

‘‘(16) INTELLIGENCE COMMUNITY.—The term 
‘intelligence community’ has the meaning 
given the term in section 3(4) of the National 
Security Act of 1947 (50 U.S.C. 3003(4)). 

‘‘(17) MANAGED SERVICE PROVIDER.—The 
term ‘managed service provider’ means an 
entity that delivers services, such as net-
work, application, infrastructure, or security 
services, via ongoing and regular support and 
active administration on the premises of a 
customer, in the data center of the entity 
(such as hosting), or in a third party data 
center. 

‘‘(18) MONITOR.—The term ‘monitor’ means 
to acquire, identify, or scan, or to possess, 
information that is stored on, processed by, 
or transiting an information system. 

‘‘(19) NATIONAL CYBERSECURITY ASSET RE-
SPONSE ACTIVITIES.—The term ‘national cy-
bersecurity asset response activities’ 
means— 

‘‘(A) furnishing cybersecurity technical as-
sistance to entities affected by cybersecurity 
risks to protect assets, mitigate 
vulnerabilities, and reduce impacts of cyber 
incidents; 

‘‘(B) identifying other entities that may be 
at risk of an incident and assessing risk to 
the same or similar vulnerabilities; 

‘‘(C) assessing potential cybersecurity 
risks to a sector or region, including poten-
tial cascading effects, and developing courses 
of action to mitigate such risks; 

‘‘(D) facilitating information sharing and 
operational coordination with threat re-
sponse; and 

‘‘(E) providing guidance on how best to uti-
lize Federal resources and capabilities in a 
timely, effective manner to speed recovery 
from cybersecurity risks. 

‘‘(20) NATIONAL SECURITY SYSTEM.—The 
term ‘national security system’ has the 
meaning given the term in section 11103 of 
title 40, United States Code. 

‘‘(21) RANSOM PAYMENT.—The term ‘ransom 
payment’ means the transmission of any 
money or other property or asset, including 
virtual currency, or any portion thereof, 
which has at any time been delivered as ran-
som in connection with a ransomware at-
tack. 

‘‘(22) RANSOMWARE ATTACK.—The term 
‘ransomware attack’— 

‘‘(A) means a cyber incident that includes 
the use or threat of use of unauthorized or 
malicious code on an information system, or 
the use or threat of use of another digital 
mechanism such as a denial of service at-
tack, to interrupt or disrupt the operations 
of an information system or compromise the 
confidentiality, availability, or integrity of 
electronic data stored on, processed by, or 
transiting an information system to extort a 
demand for a ransom payment; and 

‘‘(B) does not include any such event where 
the demand for payment is made by a Fed-
eral Government entity, good faith security 
research, or in response to an invitation by 
the owner or operator of the information 
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system for third parties to identify 
vulnerabilities in the information system. 

‘‘(23) SECTOR RISK MANAGEMENT AGENCY.— 
The term ‘Sector Risk Management Agency’ 
means a Federal department or agency, des-
ignated by law or Presidential directive, 
with responsibility for providing institu-
tional knowledge and specialized expertise of 
a sector, as well as leading, facilitating, or 
supporting programs and associated activi-
ties of its designated critical infrastructure 
sector in the all hazards environment in co-
ordination with the Department. 

‘‘(24) SECURITY CONTROL.—The term ‘secu-
rity control’ means the management, oper-
ational, and technical controls used to pro-
tect against an unauthorized effort to ad-
versely affect the confidentiality, integrity, 
and availability of an information system or 
its information. 

‘‘(25) SECURITY VULNERABILITY.—The term 
‘security vulnerability’ means any attribute 
of hardware, software, process, or procedure 
that could enable or facilitate the defeat of 
a security control. 

‘‘(26) SHARING.—The term ‘sharing’ (includ-
ing all conjugations thereof) means pro-
viding, receiving, and disseminating (includ-
ing all conjugations of each such terms). 

‘‘(27) SUPPLY CHAIN COMPROMISE.—The term 
‘supply chain compromise’ means a cyber in-
cident within the supply chain of an infor-
mation system that an adversary can lever-
age to jeopardize the confidentiality, integ-
rity, or availability of the information tech-
nology system or the information the system 
processes, stores, or transmits, and can 
occur at any point during the life cycle. 

‘‘(28) VIRTUAL CURRENCY.—The term ‘vir-
tual currency’ means the digital representa-
tion of value that functions as a medium of 
exchange, a unit of account, or a store of 
value. 

‘‘(29) VIRTUAL CURRENCY ADDRESS.—The 
term ‘virtual currency address’ means a 
unique public cryptographic key identifying 
the location to which a virtual currency pay-
ment can be made.’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENTS.—The Homeland Security Act of 2002 
(6 U.S.C. 101 et seq.) is amended— 

(1) by amending section 2201 to read as fol-
lows: 
‘‘SEC. 2201. DEFINITION. 

‘‘In this subtitle, the term ‘Cybersecurity 
Advisory Committee’ means the advisory 
committee established under section 
2219(a).’’; 

(2) in section 2202— 
(A) in subsection (a)(1), by striking ‘‘(in 

this subtitle referred to as the Agency)’’; 
(B) in subsection (f)— 
(i) in paragraph (1), by inserting ‘‘Execu-

tive’’ before ‘‘Assistant Director’’; and 
(ii) in paragraph (2), by inserting ‘‘Execu-

tive’’ before ‘‘Assistant Director’’; 
(3) in section 2203(a)(2), by striking ‘‘as the 

‘Assistant Director’ ’’ and inserting ‘‘as the 
‘Executive Assistant Director’ ’’; 

(4) in section 2204(a)(2), by striking ‘‘as the 
‘Assistant Director’ ’’ and inserting ‘‘as the 
‘Executive Assistant Director’ ’’; 

(5) in section 2209— 
(A) by striking subsection (a); 
(B) by redesignating subsections (b) 

through (o) as subsections (a) through (n), 
respectively; 

(C) in subsection (c)(1)— 
(i) in subparagraph (A)(iii), as so redesig-

nated, by striking ‘‘, as that term is defined 
under section 3(4) of the National Security 
Act of 1947 (50 U.S.C. 3003(4))’’; and 

(ii) in subparagraph (B)(ii), by striking ‘‘in-
formation sharing and analysis organiza-
tions’’ and inserting ‘‘Information Sharing 
and Analysis Organizations’’; 

(D) in subsection (d), as so redesignated— 

(i) in the matter preceding paragraph (1), 
by striking ‘‘subsection (c)’’ and inserting 
‘‘subsection (b)’’; and 

(ii) in paragraph (1)(E)(ii)(II), by striking 
‘‘information sharing and analysis organiza-
tions’’ and inserting ‘‘Information Sharing 
and Analysis Organizations’’; 

(E) in subsection (j), as so redesignated, by 
striking ‘‘subsection (c)(8)’’ and inserting 
‘‘subsection (b)(8)’’; and 

(F) in subsection (n), as so redesignated— 
(i) in paragraph (2)(A), by striking ‘‘sub-

section (c)(12)’’ and inserting ‘‘subsection 
(b)(12)’’; and 

(ii) in paragraph (3)(B)(i), by striking ‘‘sub-
section (c)(12)’’ and inserting ‘‘subsection 
(b)(12)’’; 

(6) in section 2210— 
(A) by striking subsection (a); 
(B) by redesignating subsections (b) 

through (d) as subsections (a) through (c), re-
spectively; 

(C) in subsection (b), as so redesignated— 
(i) by striking ‘‘information sharing and 

analysis organizations (as defined in section 
2222(5))’’ and inserting ‘‘Information Sharing 
and Analysis Organizations’’; and 

(ii) by striking ‘‘(as defined in section 
2209)’’; and 

(D) in subsection (c), as so redesignated, by 
striking ‘‘subsection (c)’’ and inserting ‘‘sub-
section (b)’’; 

(7) in section 2211, by striking subsection 
(h); 

(8) in section 2212, by striking ‘‘informa-
tion sharing and analysis organizations (as 
defined in section 2222(5))’’ and inserting ‘‘In-
formation Sharing and Analysis Organiza-
tions’’; 

(9) in section 2213— 
(A) by striking subsection (a); 
(B) by redesignating subsections (b) 

through (f) as subsections (a) through (e); re-
spectively; 

(C) in subsection (b), as so redesignated, by 
striking ‘‘subsection (b)’’ each place it ap-
pears and inserting ‘‘subsection (a)’’; 

(D) in subsection (c), as so redesignated, in 
the matter preceding paragraph (1), by strik-
ing ‘‘subsection (b)’’ and inserting ‘‘sub-
section (a)’’; and 

(E) in subsection (d), as so redesignated— 
(i) in paragraph (1)— 
(I) in the matter preceding subparagraph 

(A), by striking ‘‘subsection (c)(2)’’ and in-
serting ‘‘subsection (b)(2)’’; 

(II) in subparagraph (A), by striking ‘‘sub-
section (c)(1)’’ and inserting ‘‘subsection 
(b)(1)’’; and 

(III) in subparagraph (B), by striking ‘‘sub-
section (c)(2)’’ and inserting ‘‘subsection 
(b)(2)’’; and 

(ii) in paragraph (2), by striking ‘‘sub-
section (c)(2)’’ and inserting ‘‘subsection 
(b)(2)’’; 

(10) in section 2216, as so redesignated— 
(A) in subsection (d)(2), by striking ‘‘infor-

mation sharing and analysis organizations’’ 
and inserting ‘‘Information Sharing and 
Analysis Organizations’’; and 

(B) by striking subsection (f) and inserting 
the following: 

‘‘(f) CYBER DEFENSE OPERATION DEFINED.— 
In this section, the term ‘cyber defense oper-
ation’ means the use of a defensive meas-
ure.’’; 

(11) in section 2218(c)(4)(A), as so redesig-
nated, by striking ‘‘information sharing and 
analysis organizations’’ and inserting ‘‘Infor-
mation Sharing and Analysis Organiza-
tions’’; and 

(12) in section 2222— 
(A) by striking paragraphs (3), (5), and (8); 
(B) by redesignating paragraph (4) as para-

graph (3); and 
(C) by redesignating paragraphs (6) and (7) 

as paragraphs (4) and (5), respectively. 

(c) TABLE OF CONTENTS AMENDMENTS.—The 
table of contents in section 1(b) of the Home-
land Security Act of 2002 (Public Law 107–296; 
116 Stat. 2135) is amended— 

(1) by inserting before the item relating to 
subtitle A of title XXII the following: 
‘‘Sec. 2200. Definitions.’’; 

(2) by striking the item relating to section 
2201 and inserting the following: 
‘‘Sec. 2201. Definition.’’; and 

(3) by striking the item relating to section 
2214 and all that follows through the item re-
lating to section 2217 and inserting the fol-
lowing: 
‘‘Sec. 2214. National Asset Database. 
‘‘Sec. 2215. Duties and authorities relating 

to .gov internet domain. 
‘‘Sec. 2216. Joint Cyber Planning Office. 
‘‘Sec. 2217. Cybersecurity State Coordinator. 
‘‘Sec. 2218. Sector Risk Management Agen-

cies. 
‘‘Sec. 2219. Cybersecurity Advisory Com-

mittee. 
‘‘Sec. 2220. Cybersecurity Education and 

Training Programs.’’. 
(d) CYBERSECURITY ACT OF 2015 DEFINI-

TIONS.—Section 102 of the Cybersecurity Act 
of 2015 (6 U.S.C. 1501) is amended— 

(1) by striking paragraphs (4) through (7) 
and inserting the following: 

‘‘(4) CYBERSECURITY PURPOSE.—The term 
‘cybersecurity purpose’ has the meaning 
given the term in section 2200 of the Home-
land Security Act of 2002. 

‘‘(5) CYBERSECURITY THREAT.—The term 
‘cybersecurity threat’ has the meaning given 
the term in section 2200 of the Homeland Se-
curity Act of 2002. 

‘‘(6) CYBER THREAT INDICATOR.—The term 
‘cyber threat indicator’ has the meaning 
given the term in section 2200 of the Home-
land Security Act of 2002. 

‘‘(7) DEFENSIVE MEASURE.—The term ‘defen-
sive measure’ has the meaning given the 
term in section 2200 of the Homeland Secu-
rity Act of 2002.’’; 

(2) by striking paragraph (13) and inserting 
the following: 

‘‘(13) MONITOR.— The term ‘monitor’ has 
the meaning given the term in section 2200 of 
the Homeland Security Act of 2002.’’; and 

(3) by striking paragraphs (16) and (17) and 
inserting the following: 

‘‘(16) SECURITY CONTROL.—The term ‘secu-
rity control’ has the meaning given the term 
in section 2200 of the Homeland Security Act 
of 2002. 

‘‘(17) SECURITY VULNERABILITY.—The term 
‘security vulnerability’ has the meaning 
given the term in section 2200 of the Home-
land Security Act of 2002.’’. 
SEC. 5204. ADDITIONAL TECHNICAL AND CON-

FORMING AMENDMENTS. 
(a) FEDERAL CYBERSECURITY ENHANCEMENT 

ACT OF 2015.—The Federal Cybersecurity En-
hancement Act of 2015 (6 U.S.C. 1521 et seq.) 
is amended— 

(1) in section 222 (6 U.S.C. 1521)— 
(A) in paragraph (2), by striking ‘‘section 

2210’’ and inserting ‘‘section 2200’’; and 
(B) in paragraph (4), by striking ‘‘section 

2209’’ and inserting ‘‘section 2200’’; 
(2) in section 223(b) (6 U.S.C. 151 note), by 

striking ‘‘section 2213(b)(1)’’ each place it ap-
pears and inserting ‘‘section 2213(a)(1)’’; 

(3) in section 226 (6 U.S.C. 1524)— 
(A) in subsection (a)— 
(i) in paragraph (1), by striking ‘‘section 

2213’’ and inserting ‘‘section 2200’’; 
(ii) in paragraph (2), by striking ‘‘section 

102’’ and inserting ‘‘section 2200 of the Home-
land Security Act of 2002’’; 

(iii) in paragraph (4), by striking ‘‘section 
2210(b)(1)’’ and inserting ‘‘section 2210(a)(1)’’; 
and 

(iv) in paragraph (5), by striking ‘‘section 
2213(b)’’ and inserting ‘‘section 2213(a)’’; and 
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(B) in subsection (c)(1)(A)(vi), by striking 

‘‘section 2213(c)(5)’’ and inserting ‘‘section 
2213(b)(5)’’; and 

(4) in section 227(b) (6 U.S.C. 1525(b)), by 
striking ‘‘section 2213(d)(2)’’ and inserting 
‘‘section 2213(c)(2)’’. 

(b) PUBLIC HEALTH SERVICE ACT.—Section 
2811(b)(4)(D) of the Public Health Service Act 
(42 U.S.C. 300hh–10(b)(4)(D)) is amended by 
striking ‘‘section 228(c) of the Homeland Se-
curity Act of 2002 (6 U.S.C. 149(c))’’ and in-
serting ‘‘section 2210(b) of the Homeland Se-
curity Act of 2002 (6 U.S.C. 660(b))’’. 

(c) WILLIAM M. (MAC) THORNBERRY NA-
TIONAL DEFENSE AUTHORIZATION ACT OF FIS-
CAL YEAR 2021.—Section 9002 of the William 
M. (Mac) Thornberry National Defense Au-
thorization Act for Fiscal Year 2021 (6 U.S.C. 
652a) is amended— 

(1) in subsection (a)— 
(A) in paragraph (5), by striking ‘‘section 

2222(5) of the Homeland Security Act of 2002 
(6 U.S.C. 671(5))’’ and inserting ‘‘section 2200 
of the Homeland Security Act of 2002’’; and 

(B) by amending paragraph (7) to read as 
follows: 

‘‘(7) SECTOR RISK MANAGEMENT AGENCY.— 
The term ‘Sector Risk Management Agency’ 
has the meaning given the term in section 
2200 of the Homeland Security Act of 2002.’’; 

(2) in subsection (c)(3)(B), by striking ‘‘sec-
tion 2201(5)’’ and inserting ‘‘section 2200’’; 
and 

(3) in subsection (d)— 
(A) by striking ‘‘section 2215’’ and insert-

ing ‘‘section 2218’’; and 
(B) by striking ‘‘, as added by this sec-

tion’’. 
(d) NATIONAL SECURITY ACT OF 1947.—Sec-

tion 113B of the National Security Act of 1947 
(50 U.S.C. 3049a(b)(4)) is amended by striking 
‘‘section 226 of the Homeland Security Act of 
2002 (6 U.S.C. 147)’’ and inserting ‘‘section 
2208 of the Homeland Security Act of 2002 (6 
U.S.C. 658)’’. 

(e) IOT CYBERSECURITY IMPROVEMENT ACT 
OF 2020.—Section 5(b)(3) of the IoT Cyberse-
curity Improvement Act of 2020 (15 U.S.C. 
278g–3c) is amended by striking ‘‘section 
2209(m) of the Homeland Security Act of 2002 
(6 U.S.C. 659(m))’’ and inserting ‘‘section 
2209(l) of the Homeland Security Act of 2002 
(6 U.S.C. 659(l))’’. 

(f) SMALL BUSINESS ACT.—Section 
21(a)(8)(B) of the Small Business Act (15 
U.S.C. 648(a)(8)(B)) is amended by striking 
‘‘section 2209(a)’’ and inserting ‘‘section 
2200’’. 

(g) TITLE 46.—Section 70101(2) of title 46, 
United States Code, is amended by striking 
‘‘section 227 of the Homeland Security Act of 
2002 (6 U.S.C. 148)’’ and inserting ‘‘section 
2200 of the Homeland Security Act of 2002’’. 

SA 4814. Ms. MURKOWSKI submitted 
an amendment intended to be proposed 
to amendment SA 3867 submitted by 
Mr. REED and intended to be proposed 
to the bill H.R. 4350, to authorize ap-
propriations for fiscal year 2022 for 
military activities of the Department 
of Defense, for military construction, 
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal 
year, and for other purposes; which was 
ordered to lie on the table; as follows: 

At the appropriate place, insert the fol-
lowing: 
SEC. llll. EXTENSION OF AVAILABILITY OF 

CORONAVIRUS RELIEF FUND PAY-
MENTS TO TRIBAL GOVERNMENTS. 

Section 601(d)(3) of the Social Security Act 
(42 U.S.C. 801(d)(3)) is amended by inserting 
‘‘(or, in the case of costs incurred by a Tribal 
government, during the period that begins 

on March 1, 2020, and ends on December 31, 
2022)’’ before the period. 

SA 4815. Mr. SANDERS submitted an 
amendment intended to be proposed to 
amendment SA 3867 submitted by Mr. 
REED and intended to be proposed to 
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of 
Defense, for military construction, and 
for defense activities of the Depart-
ment of Energy, to prescribe military 
personnel strengths for such fiscal 
year, and for other purposes; which was 
ordered to lie on the table; as follows: 

At the end of subtitle G of title X, add the 
following: 
SEC. 1064. REQUIREMENT OF DENTAL CLINIC OF 

DEPARTMENT OF VETERANS AF-
FAIRS IN EACH STATE. 

The Secretary of Veterans Affairs shall en-
sure that each State has a dental clinic of 
the Department of Veterans Affairs to serv-
ice the needs of the veterans within that 
State by not later than September 30, 2024. 

SA 4816. Mr. COONS submitted an 
amendment intended to be proposed to 
amendment SA 3867 submitted by Mr. 
REED and intended to be proposed to 
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of 
Defense, for military construction, and 
for defense activities of the Depart-
ment of Energy, to prescribe military 
personnel strengths for such fiscal 
year, and for other purposes; which was 
ordered to lie on the table; as follows: 

At the appropriate place, insert the fol-
lowing: 

Subtitle ll—Sudan Democracy Act 
SEC. ll1. SHORT TITLE. 

This subtitle may be cited as the ‘‘Sudan 
Democracy Act’’. 
SEC. ll2. DEFINITIONS. 

In this subtitle: 
(1) ADMITTED; ALIEN.—The terms ‘‘admit-

ted’’ and ‘‘alien’’ have the meanings given 
such terms in section 101 of the Immigration 
and Nationality Act (8 U.S.C. 1001). 

(2) APPROPRIATE CONGRESSIONAL COMMIT-
TEES.—The term ‘‘appropriate congressional 
committees’’ means— 

(A) the Committee on Foreign Relations of 
the Senate; 

(B) the Committee on Appropriations of 
the Senate; 

(C) the Committee on Foreign Affairs of 
the House of Representatives; and 

(D) the Committee on Appropriations of 
the House of Representatives. 

(3) FOREIGN PERSON.—The term ‘‘foreign 
person’’ means a person that is not a United 
States person. 

(4) GROSS VIOLATIONS OF INTERNATIONALLY 
RECOGNIZED HUMAN RIGHTS.—The term ‘‘gross 
violations of internationally recognized 
human rights’’ has the meaning given such 
term in section 502B(d)(1) of the Foreign As-
sistance Act of 1961 (22 U.S.C. 2304(d)(1)). 

(5) INTERNATIONAL FINANCIAL INSTITU-
TIONS.—The term ‘‘international financial 
institutions’’ means— 

(A) the International Monetary Fund; 
(B) the International Bank for Reconstruc-

tion and Development; 
(C) the International Development Asso-

ciation; 
(D) the International Finance Corporation; 
(E) the Inter-American Development Bank; 
(F) the Asian Development Bank; 

(G) the Inter-American Investment Cor-
poration; 

(H) the African Development Bank; 
(I) the African Development Fund; 
(J) the European Bank for Reconstruction 

and Development; and 
(K) the Multilateral Investment Guaranty 

Agency. 
(6) KNOWINGLY.—The term ‘‘knowingly’’ 

means, with respect to conduct, a cir-
cumstance, or a result, means that a person 
has actual knowledge, or should have known, 
of the conduct, the circumstance, or the re-
sult. 

(7) SECURITY AND INTELLIGENCE SERVICES.— 
The term ‘‘security and intelligence serv-
ices’’ means— 

(A) the Sudan Armed Forces; 
(B) the Rapid Support Forces; 
(C) the Popular Defense Forces; 
(D) other Sudanese paramilitary units; 
(E) Sudanese police forces; and 
(F) the General Intelligence Service (pre-

viously known as the National Intelligence 
and Security Services). 

(8) UNITED STATES PERSON.—The term 
‘‘United States person’’ means— 

(A) a United States citizen, an alien law-
fully admitted for permanent residence to 
the United States, or any other individual 
subject to the jurisdiction of the United 
States; or 

(B) an entity organized under the laws of 
the United States or of any jurisdiction 
within the United States, including a foreign 
branch of such entity. 
SEC. ll3. FINDINGS; STATEMENT OF POLICY. 

(a) FINDINGS.—Congress makes the fol-
lowing findings: 

(1) On November 17, 1958, Lieutenant Gen-
eral Ibrahim Abboud of Sudan led the coun-
try’s first coup after independence, and the 
first successful coup in post-independence 
Africa. 

(2) There have been more than 200 coup at-
tempts across Africa since the 1958 coup in 
Sudan, including successful coups in Sudan 
in 1969, 1985, 1989, and 2019. 

(3) On April 11, 2019, President Omar al 
Bashir of Sudan, who came to power in a 
military coup in 1989, was overthrown after 
months of popular protests by his own secu-
rity chiefs, who established a Transitional 
Military Council, led by Lieutenant General 
Abdel Fattah al-Burhan, that ignored calls 
from the Sudanese people to transfer power 
to civilians. 

(4) On August 17, 2019— 
(A) the Transitional Military Council, 

under domestic and international pressure, 
signed a power-sharing agreement with the 
Forces for Freedom and Change, a broad coa-
lition of political parties and civic groups 
representing the protest movement that had 
pushed for the end of the Bashir regime and 
a transition to civilian rule; and 

(B) a transitional government was formed 
that allowed the junta leaders to remain in 
government in a partnership with new civil-
ian authorities nominated by the Forces for 
Freedom and Change, including Prime Min-
ister Abdallah Hamdok, for a transitional pe-
riod to democracy. 

(5) On October 25, 2021, Lieutenant General 
Burhan, with the support of Lieutenant 
Mohamed Hamdan Dagalo (also known as 
‘‘Hemedti’’)— 

(A) seized control of the Government of 
Sudan; 

(B) deployed the military to the streets of 
Khartoum and Omdurman; 

(C) shut down the internet in Sudan; and 
(D) detained Prime Minister Hamdok and 

other civilian officials. 
(6) The African Union Peace and Security 

Council has condemned the military take-
over, rejected the unconstitutional change of 
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